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(BI) is dark data the massive volume of data acquired by firms but left
unanalyzed. Hidden assets include textual documents, IoT logs, photos,
audio records, and hybrid datasets, which often constitute the majority
of company data. This review examines the significance of dark data,
the barriers businesses face in unlocking its value, and the technological
advancements that are gradually revealing its potential. The paper highlights
how organizations can use dark data to improve decision-making, enhance
operational efficiency, and gain a competitive edge. Key challenges such as
poor data quality, integration difficulties, and high processing costs currently
hinder the systematic use of dark data. However, advancements in natural
language processing, machine learning, computer vision, knowledge graphs,
and synthetic data production offer promising avenues for overcoming these
obstacles. Case studies in manufacturing, banking, and retail demonstrate
how dark data can drive predictive maintenance, fraud detection, and
personalized consumer engagement. The review also explores the ethical and
legal implications surrounding the use of dark data, particularly in relation to
privacy, bias, and regulatory compliance. The paper emphasizes the strategic
imperative for organizations to adopt a proactive, ethically informed approach
to dark data, integrating advanced technologies and robust governance
frameworks to transform hidden information into actionable insights that
drive sustainable business value.
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1. INTRODUCTION

1.1. Contextualizing dark data

The digital revolution has brought about a time when data is
created at an unprecedented rate. However, only a small amount
of this data is systematically collected, evaluated, and used to
make decisions. A lot of business data, which is often called "dark
data," is still concealed in the systems, unstructured archives,
and daily activities of the business (Bresciani et al., 2021). Dark
data is the information that is acquired, processed, and kept
as part of normal corporate operations but is never looked at
for strategic insights. According to industry assessments, about
80-90% of enterprise data is "dark,’ meaning it is not being used
and is instead stored in log files, emails, multimedia records,
sensor outputs, and archived documents (George et al, 2023).
In the past, organizations primarily concentrated on structured
data that was stored in relational databases. This made it simple
for Business Intelligence (BI) systems to identify patterns and
trends. However, the rapid proliferation of unstructured and
semi-structured media, such as text, audio, and video, has altered
the focus of data analytics. Traditional BI systems are becoming
increasingly potent and are now utilizing artificial intelligence
(Al) and natural language processing (NLP) to manage the
vast quantity of complex, underutilized information (Sharma
et al., 2021). This alteration demonstrates the significance of
identifying value in black data to support initiatives that are
founded on evidence.

1.2. Research rationale

In today's competitive world, businesses see data as a valuable
resource, much like money and people. However, ignoring dark
data creates a paradox: even while the amount of data is growing
at an exponential rate, the amount of useful information that
can be derived from it is still quite modest. Because of this gap,
important information about customer behavior, operational
efficiency, risk management, and innovation is often missed
(Shahid & Sheikh, 2021).

The study rationale is predicated on rectifying this imbalance.
The notion of big data has garnered significant attention;
yet, the concealed and underutilized aspect dark data
remains relatively unexamined. The absence of systematic
methodologies for assessing dark data has created a substantial
research void, especially concerning how firms might convert
inactive knowledge into a competitive edge. It's important to
understand this area since using dark data could not only boost
company results, but it could also change the way data-driven
initiatives are thought of in the first place.

1.3. Research Questions and Objectives
This review seeks to examine dark data by establishing three
fundamental inquiries:

i. What is dark data and where does it come from in
businesses?

ii. What makes it hard to include it in mainstream analytics
and BI systems?

iii. How can companies turn dark data into useful information
that gives them an edge over their competitors?

The main goal of the paper is to give a methodical look
at the problems, chances, and future paths that dark data in

Business Intelligence presents. The review aims to underscore
the dangers of neglecting this resource and the possible benefits
of its appropriate use by critically synthesizing the existing
information.

2. LITERATURE REVIEW

2.1. Defining dark data in business intelligence

Dark data has become a key topic in BI and enterprise analytics
debates. The phrase is widely used, but its meaning differs by
sector. Dark data is normal data that firms acquire but don't
examine for strategic or operational goals. Gartner, which
popularized the phrase, underlines that dark data includes
underused information assets with potential value. These
include customer contacts, transactional by-products, and
archival documents, which are maintained but rarely analyzed
for business insights (Schembera & Duran, 2020).

Different industries view dark data through their operational
reality. Healthcare black data includes unstructured clinical
notes, diagnostic pictures, and patient histories archived but
not integrated into decision-making procedures. Financial
transaction records and recorded discussions may contain
risk indicators or compliance red flags. However, retailers
detect dark data in customer comments, browser histories, and
abandoned shopping carts. These interpretations show that
dark data's definition is context-dependent (Kong, 2019; Olaitan
et al., 2025).

The unstructured nature of dark data is crucial. Unstructured
data includes music, video, photos, and free text lacks regularity
and resists typical BI procedures. Extraction and analysis are
difficult, therefore such data is underutilized despite its richness.
Dark data intrigues scholars and practitioners because of this
paradox having potentially useful resources but not using them
(George et al., 2023).

2.2. Sources of dark data
Dark data sources reflect modern organizations' heterogeneity.
Several main categories show the scope of this phenomenon:

+ Logs from IoT sensors: With so many connected devices,
companies generate massive logs of performance, environmental
variables, and user interactions. Although vital for diagnosis,
much of this data is stored without analysis (Olaitan et al., 2025).

« Call transcripts: Even though contact centers record calls
for quality purposes, only a small portion is reviewed. These
transcripts reveal customer emotion, reoccurring difficulties,
and product feedback (Plaza et al., 2022).

« Medical records: Electronic health records, physician notes,
and diagnostic imaging are significant dark data sources in
healthcare. They include clinical detail but are sensitive and
unstructured, limiting their analytical value (Fagbenle, 2025).

« Key sources of customer feedback include emails, online
reviews, and social media posts. Due to relevance filtering and
volume management issues, these sources are often missed
despite their importance for customer behavior (Lawal et al,
2025).

« Enterprise documents: Reports, PDFs, and Word files are
often housed in silos. Lack of indexing and searchability makes
past trends and compliance data unavailable.

Data silos isolate information within departments or private
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systems, compounding these issues. Without interoperability,
valuable datasets cannot be cross-referenced or pooled for
insights. Silos increase inefficiencies and the “darkness” of
corporate data assets.

2.3. Challenges in utilizing dark data

Despite the potential of dark data, organizations encounter
difficulties in unlocking its value.

Operational expenses constitute an essential impediment. The
storage, maintenance, and cybersecurity expenses associated
with maintaining an abundance of dormant data are substantial.
Unnecessary logs, photographs, and documents are a waste
of money due to the capacity-based pricing of cloud services
(George et al., 2023).

The situation is further complicated by legal and compliance
requirements. Data collection, storage, and processing are
subject to limitations under the General Data Protection
Regulation (GDPR) of the European Union. Consent is
necessary for the mining of sensitive datasets, such as health
records or consumer interactions. Consequently, exploration is
frequently impeded by the legal repercussions of misconduct,
which include penalties and reputational harm, despite the
potential value of data (Hoofnagle et al., 2019).

The most significant challenges may be technological.
Unstructured data necessitates deep cleansing, normalization,
and format conversion. Many organizations are unable
to scale such initiatives due to a lack of infrastructure or
expertise. Accessibility concerns are frequently exacerbated
by the dispersion of dark data among aging systems, cloud
environments, and offline repositories. The processing of
complex dark data is technically and resource-intensive as a
result of fragmentation (Sedlakova et al., 2023).

2.4. Technological approaches for unlocking dark data
Companies can now brighten their dark data vaults with
technology.

« Emails, customer comments, and call transcripts can be

interpreted using NLP. Sentiment analysis, entity recognition,
and topic modeling can turn unstructured narratives into
actionable intelligence. Customer complaints may be
automatically categorized, showing product or service issues
(Shah et al., 2023).
Al and machine learning algorithms excel in pattern recognition
in huge, complex datasets. Model training helps organizations
uncover connections and prediction signals in unstructured data.
While mining dark data, Al can automate repetitive analytical
tasks, saving time and money (Olaitan et al., 2025).

« Computer Vision: Healthcare, security, and retail need

visual data. Computer vision can detect objects, anomalies, and
behaviors in pictures and videos. BI goes beyond words and
numbers to visualizations.
Structure unstructured data into entities and relationships
for semantic analysis with knowledge graphs. Connecting
datasets helps organizations avoid silos and boost contextual
knowledge. Email-transaction history links boost consumer
behavior insight (Afzal et al., 2023).

+ Synthetic data privacy considerations limit access to
sensitive datasets. Creating synthetic data that mimics real

datasets is promising. A risk-free model training environment
with synthetic data lets organizations experiment with
analytics while complying with data protection requirements
(Patel, 2024).

New technologies make black data easier to use, as shown by
these technical techniques.

3. METHODOLOGY

3.1. Approach to the review

This study follows a narrative-integrative review approach,
which combines qualitative and quantitative methods to provide
a comprehensive understanding of dark data in Business
Intelligence (BI). The primary focus is on synthesizing existing
literature to identify key themes, challenges, and opportunities
related to the utilization of dark data in BI systems.

3.2. Data sources and collection

A systematic literature search was conducted using academic
databases such as Scopus, Web of Science, IEEE Xplore,
ScienceDirect, and Google Scholar. In addition to peer-reviewed
publications, authoritative industry reports from leading
organizations such as Gartner, IBM, McKinsey, and Deloitte
were included to balance academic and applied perspectives on
dark data. The inclusion criteria focused on publications from
2010-2025, emphasizing empirical studies, case studies, and
theoretical frameworks. Initial searches yielded approximately
300 records, which were refined using a two-stage screening
process. After evaluating the relevance and methodological
quality of the studies, 85 key articles were selected for final
analysis.

3.3. Thematic analysis

Themes were derived using thematic analysis to identify
recurring patterns and concepts in the selected literature. The
process was structured as follows:

i. Data Familiarization: The full-text articles were read and
re-read to ensure a deep understanding of the content.

ii. Initial Coding: Key concepts and findings were highlighted
and coded manually, focusing on recurring terms such as
“dark data,” “challenges,” “technological solutions,” and “ethical
concerns.”

iii. Theme Identification: Codes were grouped into categories
to form preliminary themes, which were refined through
iterative review and discussion. Themes included dark data
definitions, challenges in utilization, technological enablers,
and ethical/legal concerns.

iv. Review and Refinement: The themes were reviewed for
overlap and coherence, and further refined to ensure they
captured the full spectrum of findings in the literature.

v. Software Used: NVivo 12 software was employed to assist in
the coding process, allowing for a more systematic and organized
extraction of themes. This software facilitated the identification
of patterns across a large volume of qualitative data and provided
a visual map of the themes and their relationships.

3.4. Ethical and legal considerations
Technology makes dark data exploitation more possible, but
ethical and legal challenges remain.
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Privacy, consent, and monitoring are major ethical issues. Using
consumer or employee data without their consent can damage
trust and morality. Unstructured data-trained algorithms may
increase biases and penalize vulnerable people. Thus, ethical
dark data stewardship involves technical safeguards and
transparent governance mechanisms (Ayaz et al., 2025).

Legal issues matter too. GDPR, HIPAA, and other rules
restrict the usage of personal and sensitive data. Financial and
reputational repercussions might come from noncompliance.
Digital data can be stored and examined in many jurisdictions,
making enforcement difficult. Thus, organizations attempting to
open dark data must balance innovation with shifting standards
in a complex legal environment (Theodos & Sittig, 2020).

4. RESULTS AND DISCUSSION

This section presents a synthesis of the key findings from the
literature on dark data in Business Intelligence (BI). The evidence
highlights the potential of dark data, the challenges businesses
face in utilizing it, and the technological advancements that are
aiding its integration into BI systems (Herhausen et al., 2025).

4.1. Categorization of dark data
The review identified five major categories of dark data:

i. Textual Data:Includes emails, customer reviews, operational
reports, and survey responses. These data are rich with insights
about customer behavior, employee communication, and
organizational processes but are often underutilized due to
their unstructured nature (Le et al, 2025).

ii. Numerical/Log Files: 10T sensor data, server logs, and
transactional records are examples of numerical/log data. These
datasets are organized at the source but become dark when not
integrated into analytical pipelines(Al Kuwaiti et al., 2023).

iii. Image-Based Data: Includes diagnostic images, product
photos, and surveillance footage. Computer vision technologies
have enabled the extraction of meaningful patterns from these
datasets, but they remain underused due to challenges in
analysis.

iv. Audio/Voice Data: Call center transcripts, conference
recordings, and voice assistant logs often go unexamined.
However, they hold potential for improving customer service
and compliance monitoring through advanced audio analysis
techniques.

v. Hybrid Datasets: These datasets combine multiple data
types, such as social media posts that include text, images,
and videos. The integration of these varied data sources offers
significant potential for generating actionable insights.

Figure 1 shows a classification scheme of dark data categories
and examples to show this variability.

Dark data comes in five main categories: textual, numerical/
log files, image-based, audio/voice, and hybrid, each with
typical examples. The core node emphasizes “Dark Data” and
its numerous sources and potential value in BI environments.

4.2. Challenges in utilizing dark data
The review identifies several significant challenges to the
effective use of dark data:

¢ Data Quality Issues: Dark data often suffers from issues
like incompleteness, inconsistency, redundancy, and noise.

Figure 1. Business intelligence dark data classification.

For instance, IoT sensor logs may have duplicate or irrelevant
entries, and customer reviews may contain unstructured text or
slang that complicates sentiment analysis (Li et al., 2024).

e Integration Difficulties: Many traditional BI systems are
optimized for structured data, making it difficult to incorporate
unstructured or semi-structured dark data. The presence
of data silos within organizations further exacerbates this
problem, limiting the ability to create a holistic view of data
across departments (Mansouri et al., 2021).

e High Analysis Costs: Storing, processing, and analyzing
large volumes of unstructured data can be expensive, requiring
significant computational resources and infrastructure. Cloud-
based analytics platforms are helping to reduce these costs, but
many businesses still face challenges related to financial and
technical resources (Stefanovic et al., 2025).

Figure 2. Problems with operations vs. solutions with
technology in dark data analytics.

This diagram shows how to use dark data by showing the main
operational problems, such as low data quality, hard integration,
high analysis costs, and compliance risks, against the right
technological solutions, such as advanced preprocessing, cloud-
based BI, machine learning pipelines, and privacy-preserving
frameworks. The diagram shows how certain innovations
directly address each obstacle, giving enterprises a useful way
to find hidden data value.
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4.3. Technological advancements in dark data analysis
Despite the challenges, technological advancements are
enabling businesses to harness the value of dark data:

e Natural Language Processing (NLP): NLP techniques are
increasingly used to extract meaning from text-based dark
data such as emails, customer reviews, and social media posts.
Sentiment analysis, entity recognition, and topic modeling are
commonly employed to gain insights from unstructured text
data (Aminzadeh et al., 2025).

e Machine Learning (ML): ML algorithms are utilized for
pattern recognition, anomaly detection, and predictive
analytics, especially in numerical/log-based datasets such as
IoT sensor data and transaction logs. These techniques allow
businesses to uncover hidden trends and forecast future events

(Dichev et al., 2025).

e Computer Vision: In industries such as healthcare and
retail, computer vision technologies are being used to analyze
image-based dark data. For example, diagnostic images can be
analyzed to detect early signs of disease, while retail product
photos can be used to predict trends in consumer preferences
(Madanchian, 2024).

* Knowledge Graphs: These are used to structure and link
disparate data sources, enabling a more comprehensive
understanding of the relationships between different data
points. This technology helps to break down data silos and
create a more interconnected view of organizational data.

Table 1 highlights how businesses in several fields have used
black data.

Table 1. Case studies of dark data applications in business intelligence

Industry Dark Data Source Analytical Approach Application Outcomes
Manufacturing 10T sensor logs Machine Learning Predictive Cost savings, reduced downtime, extended
maintenance equipment lifespan (Olaitan et al., 2025)
Finance Call transcripts Natural Language Fraud detection  Risk reduction, improved compliance,
Processing (NLP) enhanced trust (Coecke et al., 2020)

Retail Social media, Sentiment Analysis & Customer Higher customer satisfaction, improved
customer feedback  Knowledge Graphs analytics targeting, retention gains (Ayaz et al., 2025)

Healthcare Medical records &  Computer Vision & Clinical decision Improved care quality, faster diagnosis,

diagnostic images  Al-driven analytics

support better patient outcomes (Ahuja, 2019)

4.5. Discussion

This section addresses the research questions posed in the
introduction and synthesizes the evidence from the literature
to provide a comprehensive understanding of dark data in BL

4.5.1 Research question 1: what is dark data and where
does it come from in businesses?

Dark data refers to the vast amounts of information that
businesses collect but fail to analyze. It includes unstructured
data such as text (e.g., emails, customer feedback), numerical/
log data (e.g., IoT sensor data, transaction logs), image-based
data (e.g., diagnostic images, product photos), and audio/
voice data (e.g., call center transcripts, voice assistant logs).
These data are often stored in isolated systems or silos across
the organization and are not incorporated into regular BI or
analytics processes.

Industries vary in the sources of their dark data. For instance,
healthcare providers deal with unstructured clinical notes
and diagnostic images, while financial institutions generate
transaction logs and call center recordings. Retailers may
collect dark data in the form of customer interactions across
multiple platforms, including social media, emails, and
abandoned shopping carts. Despite the potential value of this
data, it remains underutilized in most organizations (Siddique
et al., 2024).

4.5.2. Research question 2: what makes it hard to include
dark data in mainstream analytics and bi systems?
There are several barriers to integrating dark data into

mainstream BI systems:

e Data quality: Dark data often suffers from quality issues such
as incompleteness, noise, and redundancy, which complicate
efforts to process and analyze it effectively. For example, IoT
sensor logs may contain erroneous or duplicate entries, and
customer reviews may include informal language or irrelevant
information.

e Integration issues: Traditional Bl systems are designed to
handle structured data, making it difficult to integrate dark
data, which is often unstructured or semi-structured. The lack
of interoperability between different systems and the presence
of data silos within organizations further complicates the
integration of dark data across departments.

* High processing costs: Storing and processing large volumes of
unstructured data require significant computational resources.
Cloud-based solutions are helping reduce these costs, but many
organizations still struggle to afford the infrastructure and
expertise needed for large-scale dark data analysis (Chiruvella
& Guddati, 2021).

4.5.3 Research question 3: how can companies turn dark
data into useful information that gives them an edge
over their competitors?
To unlock the value of dark data, companies must overcome
the challenges of data quality, integration, and processing costs.
The review highlights several strategies that businesses can
adopt:

e Leveraging Advanced Technologies: The use of NLP, machine
learning, and computer vision allows businesses to extract
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actionable insights from unstructured data. For example, NLP
can be used to analyze customer feedback and identify emerging
trends, while machine learning can predict equipment failures
based on IoT sensor data (Houssein et al., 2025).

e Data Governance and Compliance: Organizations must
ensure that their use of dark data adheres to legal and ethical
standards, including compliance with regulations like GDPR.
Implementing privacy-preserving Al techniques and ensuring
proper data anonymization and consent mechanisms are critical
for mitigating risks associated with dark data exploitation.

* Cross-Functional Collaboration: Breaking down data silos

and fostering cross-functional collaboration is essential for
unlocking the value of dark data. Knowledge graphs can
help integrate disparate data sources, providing a more
comprehensive view of organizational activities and enabling
better decision-making.
Case studies in industries such as manufacturing, banking, and
retail demonstrate how organizations that strategically invest
in the right technologies and governance frameworks can turn
dark data into a competitive advantage. For example, predictive
maintenance in manufacturing can reduce downtime and repair
costs, while fraud detection in banking can minimize financial
losses and reputational risks (Williamson & Prybutok, 2024).

Figure 3. Dark Data Ethics and Law. A Venn diagram showing
how bias, privacy, and transparency three main ethical and legal
hazards in dark data use interact with mitigation techniques
including explainable AI, anonymization, and regulatory
compliance. Innovation and data governance must be balanced,
as the intersections shown (Kgakatsi et al., 2024).

5. CONCLUSION

Dark data holds significant untapped potential in Business
Intelligence. However, businesses face several challenges in
utilizing it, including poor data quality, integration difficulties,
and high analysis costs. Technological advancements in NLP,
machine learning, computer vision, and knowledge graphs
provide promising solutions to these challenges (Nwosu et al.,
2024; Panci¢ et al,, 2023). By adopting advanced technologies,

implementing robust data governance frameworks, and
fostering cross-functional collaboration, organizations can
unlock the value of dark data and gain a competitive edge.
Future research should focus on developing industry-specific
frameworks and investigating emerging technologies to
further enhance dark data utilization while ensuring privacy
and compliance (Eke & Stahl, 2024).
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