
ABSTRACT

Submission
Acceptance
Publication

:
:
:

Keywords

Article History

Citation Style:

Design and Development of a Student Record System

*1Francis Katao Silwamba, 1Mwashi Matela

Research Article

About Article

January 01, 2025
April 04, 2025
April 13, 2025

Having a well-managed student information system is key to improving the 
way an education system functions, however having the traditional manual 
system most of the times lead to fragmented data, redundant process which 
wastes a lot of time. These make it hard to keep up with student records which 
also create inefficiencies for both the administration and also the teachers. 
As a result, it becomes difficult to manage tasks like student enrollment, 
grades, and attendance, ultimately affecting decision-making. To solve these 
issues, my project targets developing a more comprehensive Students Records 
System (SRS) that automates and centralizes the management of student 
records through digitizing data, this system aims to automate administrative 
tasks and improve communication between students, faculty, and staff. . This 
approach helps reduce the errors and cuts down on redundancy, and saves 
time for everyone involved in the safe guarding and storing the records. The 
system’s design will prioritize data accuracy, ease of use, and security. In this 
era schools and universities now rely more on technology to handle academic 
and administrative tasks, a well-designed Student Record System (SRS) helps 
streamline operations, making things more efficient for both students and the 
institution. The Students Records System (SRS) will be designed to revolutionize 
the way educational institutions manage and use student information by 
providing a centralized platform for storing, retrieving, and analyzing data. 
With the help of consultations with stakeholders and surveys and research, I 
was able to find the weaknesses of the existing manual systems, I there after 
developed a systematic approach to address these challenges. In conclusion, 
the SRS is a significant advancement in how student information is managed. 
It offers a solution tailored to the unique needs of educational institutions. By 
streamlining administrative processes, improving communication, and giving 
stakeholders access to actionable insights, the SRS lays the foundation for 
better performance and improved student outcomes.
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1. INTRODUCTION 
1.1. Background
The effective management of student data and administrative 
processes is cardinal in helping how the educational institution 
functions. The Traditional paper-based systems, which were 
once considered the best for handling student records, class 
schedules, and communication with parents, are no longer 
appropriate to meet the demands of modern education systems. 
These outdated methods are now thought to lead to errors, 
inefficiencies, and the risk of data loss. Research shows that 
digital systems can improve the accuracy of student data and 
significantly reduce the time spent on administrative tasks 
(Anderson & Lee, 2019). Many schools have now adopted the 
newer digital systems to help in the management large student 
populations and also facilitate a more efficient communication 
pathways, with recent surveys , this has proven to be more 
efficient and effective than traditional methods of handling 
student records .
The effective management of student data and administrative 
processes is cardinal in helping how the educational institution 
functions. The Traditional paper-based systems, which were 
once considered the best for handling student records, class 
schedules, and communication with parents, are no longer 
appropriate to meet the demands of modern education systems. 
These outdated methods are now thought to lead to errors, 
inefficiencies, and the risk of data loss. Research shows that 
digital systems can improve the accuracy of student data and 
significantly reduce the time spent on administrative tasks. 
Many schools have now adopted the newer digital systems to 
help in the management large student populations and also 
facilitate a more efficient communication pathways, with recent 
surveys , this has proven to be more efficient and effective than 
traditional methods of handling student records .
The Student Records System (SRS) that has been developed 
for Isoka Boys Secondary School addresses the challenges 
mentioned above by giving a more complete platform that 
helps tracks all student records which parental details, contact 
information and exam numbers. This systems designed to 
securely store data while ensuring that it can be easily retrieved 
when needed, helping schools respond quickly to student and 
family needs. The adoption of digital systems like the SRS 
reduces the risk of data loss, a common issue with paper-based 
systems. Schools that have switched to digital solutions have 
reported fewer incidents of lost or misplaced records over time. 
As highlighted by a study from the International Journal of 
Educational Technology, schools that adopted digital systems 
saw a 60% reduction in incidents of lost or misplaced records 
within three years (González & Garcia, 2021).
One of the key features of SRS is the role of the guidance teacher, 
who acts as the system administrator. This individual is granted 
the authority to add, update, and delete records as necessary, 
as well as generate detailed reports on student performance 
and class enrolment. The ability to transfer students between 
classes and generate automated reports is particularly valuable 
in large schools, where managing this information manually 
would be time-consuming and prone to error (Smith & Moore, 
2022). In comparison to traditional methods, these systems not 
only enhance data accuracy but also improve administrative 

efficiency, freeing up time for teachers and staff to focus on 
other important tasks.
In conclusion, the shift from traditional paper-based systems 
to digital solutions like SRS represents a crucial advancement 
for educational institutions. By streamlining the management 
of student records, enhancing data security, and improving 
communication with parents, SRS addresses the core 
inefficiencies of outdated methods. As the demands of modern 
education continue to evolve, adopting digital systems is key to 
ensuring that schools can operate efficiently, maintain accurate 
records, and provide students with the support they need to 
succeed.

1.2. Motivation of the study
The idea behind developing the Student Record Management 
System (SRS) comes from the need to address key challenges 
that many educational institutions face which are as listed 
below;

1.2.1. Growing Complexity in Managing Student Records
 Schools and universities are having a more increased enrolment 
which is making it more complicated for them to manage the 
student’s records. The Traditional paper-based methods are 
mostly time consuming not that but also prone to a lot of errors 
and ineffective (Redman et al, 2005). There’s a strong need for a 
modern, scalable digital solution to streamline these processes 
and make record-keeping more accurate and effective.

1.2.2. Supporting Educational Administrators
The administrators of these educational institutions are more 
focused on making the institutions are central to ensuring 
that institutions run smoothly (Chu, 2017). However, outdated 
systems force them to spend hours on manual tasks, leaving 
little time for focusing on student success and institutional 
improvement. A system like SRS can help reduce these burdens 
that administration faces and allow them to focus on what 
matters most for the institution.

1.2.3. Encouraging Technological Advancement
Technology is now essential for any institution to run in today’s 
world and education is no exception to this. Implementing the 
SRS represents an effort to embrace modern tools like web-
based platforms and databases to improve administrative 
operations (Bates, 2019). This innovation sets a precedent for 
future technological advancements in education.

1.3. Significance of the study
The SRS is important because it plays a key role in improving 
how schools are managed and how students are supported. 
Some of the areas which SRS focuses on are:

1.3.1. Better Parent-School Communication
The gaps the come the use of the traditional system makes it 
difficult for the school to have correct contacts of the parents, 
now with the introduction of the SRS the parents are now more 
informed which has been proven to be vital for student success. 
, SRS helps schools stay connected with parents and guardians 
more effectively (Henderson & Mapp, 2002).
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1.3.2. Data-Driven Decision-Making
With the introduction of SRS the schools are now able to 
make more and Accurate informed decisions as the data can 
be accessed easily and centrally (Datnow et al., 2006). With 
the use SRS, institutions can analyze trends, monitor student 
performance, and address areas that need improvement.

1.3.3. Promoting Equity and Inclusion
Every student deserves equal opportunities to succeed, but 
inequities in education remain a challenge (Ladson-Billings, 
1995). With the use of SRS the institutions will have more 
detailed records of each student’s background and performance, 
SRS helps identify those who may need extra support, ensuring 
no one is left behind.

1.3.4. Streamlining Administrative Work
Administrative tasks can often feel overwhelming, especially 
when relying on outdated systems. SRS simplifies processes, 
reducing errors and freeing up time for staff to focus on creating 
a better educational experience for students.

1.4. Scope of the Study
The Students Records System (SRS) project is meant to 
create a complete web-based application to meet educational 
institutions’ administrative requirements to help in handling 
the student-related data. The scope of the SRS project focuses 
on the functionalities and features listed below:

1.4.1. Student Registration and Profile Management
This system will allow guidance department at an institution 
to register new students into the system, capturing essential 
demographic information such as name, date of birth, address, 
and contact details for the parents. The system will also be able 
to generate reports on student’s records.

1.4.2. Class and Enrolment Management
The SRS will help in the management of student records. 
Administrators and guidance department will be able to accept 
students into classes based on academic requirements. The 
system will provide real-time visibility into class capacities, and 
enrolment statuses, this will help the school administrators to 
manage class enrolments effectively 

1.4.3. Parental Communication and Engagement
SRS will also enable administrators to have contact details of 
parents at their finger tips. This key feature of the SRS will 
help in facilitating effective communication regarding student 
progress, events, and announcements.

1.4.4. Security and Data Privacy
Security is also an essential in ensuring privacy of student 
information which is the top priority for the SRS project. 
The system will use a robust encryption techniques, secure 
authentication mechanisms, and access controls to protect 
sensitive student data from unauthorized access, tampering, or 
breaches, the passwords for all users will be encrypted so that 
they cannot be easily accessed.

1.4.5. User Training and Support
The users of the SRS project will undergo a full complete user 
training and support resources to ensure successful adoption 
and utilization of the system. Training materials, user guides, 
video tutorials, will be provided to administrators, teachers, 
parents, and students to help them familiarize themselves to 
system features and functionalities. (Robinson & Lee, 2020).

1.5. Problem Statement
The traditional paper-based systems which was used for 
managing student records, class schedules, and communication 
with parents are no longer sufficient enough to match the vast 
enrolments in these schools and also meet the demands of today’s 
educational environment. These outdated systems depend on 
manual data entry, which leads to errors, redundancies, and 
inefficiencies. The old way of handling students’ records also 
limited accessibility to teachers, administrators, and parents, 
making it difficult for them to collaborate and receive student 
information in effectively. these records were also vulnerable to 
theft, loss, or damage, posing significant security and privacy 
risks. 
With schools under growing pressure to run more efficiently, 
improve communication, and keep student data secure, the need 
for a reliable digital solution has never been clearer. A well-
designed system can simplify administrative tasks, strengthen 
collaboration between staff and students, and ensure that 
important records are safely managed—all of which contribute 
to a smoother and more effective learning environment (JISC, 
2018; Johnson, 2019).

1.6. Objectives
1.6.1. General objective
The main goal of this study is to design and develop a Student 
Records System (SRS) that replaces outdated paper-based 
methods. This system will make managing student data more 
efficient, secure, and accessible. By addressing issues like manual 
entry errors and limited communication, it aims to improve 
how information is shared between teachers, administrators, 
and parents, ultimately making the administrative process 
smoother and more effective (JISC, 2018).

1.6.2. Specific Research Objectives
1. Build a user-friendly, secure, and scalable platform for 

managing student data:
Automate tasks like enrolment and performance monitoring.
2. Strengthen communication between students, teachers, 

and parents.

1.7. Research Questions
1. How does the implementation of SRS impact the accuracy 

and efficiency of managing student records compared to 
traditional paper-based systems?

2. What role does staff training play in the successful adoption 
of SRS in educational institutions, and what are the common 
technical challenges experienced during the implementation of 
SRS, and how can they be mitigated?

3. How do different stakeholders (teachers, administrators, 
students) perceive the introduction of SRS in schools?
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2. LITERATURE REVIEW
Globally, the adoption of digital SRS has been on the rise, driven 
by advancements in technology and the growing recognition 
of the inefficiencies of manual systems. From cloud-based 
platforms to mobile-friendly applications, institutions now 
have a wide range of tools to choose from. However, despite this 
progress, many schools, particularly in resource-constrained 
settings, face challenges such as limited technical expertise, 
inadequate infrastructure, and resistance to change from staff 
accustomed to traditional methods (Smith & Moore, 2022).
These issues highlight the need for modern, user-friendly 
solutions tailored to the unique needs of each institution. 
Existing systems often fall short in providing the flexibility, 
affordability, or scalability required by schools in diverse 
contexts. This gap in available solutions underscores the 
importance of ongoing research and development in the field 
(Rathbun et al., 2020).
In summary, as schools continue to embrace digital 
transformation, the development and implementation of 
effective Student Record Systems remain a priority. By 
addressing inefficiencies, improving data security, and 
fostering collaboration, these systems pave the way for a more 
streamlined and responsive educational experience (Bates, 
2019).

2.1. Review of Literature
The literature review shows how Student Records Systems 
(SRS) and other digital solutions are being used in education, 
highlighting their importance and also the challenges they 
present to educational institutions, and the opportunities they 
offer for improving school management.

2.1.1. Student Records Systems (SRS)
Student Record Systems important to educational institutions 
because they improve on administrative processes and also 
they they help in the management of data. Studies have proven 
that these systems play a very importnat role in enhancing 
data accessibility, administrative workflows, and stakeholder 
communication (Brown & Wilson, 2019). However, traditional 
paper based records management often grapple with outdated 
technology and usability issues, necessitating modernization 
(Johnson, 2019).

2.1.2. Digital Solutions in Education
Digital technologies have changed education and administration 
as a whole, offering avenues for collaborative learning, 
personalized experiences, and administrative efficiency. They 
help facilitating accessibility, communication, and innovation 
in educational practices (Chen et al., 2020).

2.1.3. Challenges and Opportunities
With the inclusion of and shift to digital solutions, this presents 
challenges such as security concerns, compatibility issues 
with how an institution runs, and resistance to change (Gupta 
& Gupta, 2018). on the other hand, they offer new ways for 
improving data security while also improving the processes, 
and fostering collaboration (Chen et al., 2020).

2.1.4. User Experience and Satisfaction
User experience (UX) is paramount in digital solution adoption. 
Designing user-centred interfaces and conducting usability 
testing are crucial for enhancing usability and user satisfaction 
(Li & Zhang, 2019; Wang & Cai, 2021).
The literature underscores the pivotal role of SRS and digital 
solutions in educational institutions. By addressing challenges 
and leveraging opportunities, modern digital solutions aim 
to revolutionize student management processes, fostering 
efficiency, collaboration, and user satisfaction.

2.2. Related Works
2.2.1. OpenSIS
OpenSIS is a cloud or web-based, commercial-grade student 
information system (SIS) and school management software 
was created to help schools and institutions manage and 
store student record as well as manage the operations of the 
school and also communication, with features like student data 
management, attendance tracking and grade management. 

2.2.2. Power School
PowerSchool is a widely used by most schools it offers a 
comprehensive system that has a nice set of features which 
include attendance tracking, grade book management, and 
parent communication portals. These features can help improve 
the performance of an institution.

2.2.3. Excel Sheet Saved on Google Drive
A lot of institutions are currently using basic tools like Excel 
spreadsheets stored on platforms such as Google Drive to 
manage student records because of the limitations in finances. 
These systems are popular due to their low cost and ease of 
access. However, they come with significant limitations:

1. Lack of Customization
2. Manual Processes
3. Limited Security
4. Scalability Issues
5. Collaboration Limitations

2.3. Gaps in the Literature
The research is Limited for tailored Student record systems 
solutions for Small to Medium Institutions but most of this 
literature focuses on large-scale systems used by universities or 
district-wide school systems, there is a also lack of research on 
tailored, cost-effective, and scalable SRS solutions for smaller 
schools or educational institutions with limited resources. This 
gap is mostly important because these smaller schools struggle 
to find affordable systems that meet their needs without 
compromising functionality ( Johnson & Miller, 2021).

a. Insufficient Exploration of User-Centric Design in SRS: The 
current existing systems often focus more on functionality 
over ease of use and user friendliness, which often causes user 
resistance among the users especially among staff with little 
knowledge on digital platforms.

b. Lack of Research on Integration with Other Educational 
Technologies: Many platforms that handle student records work 
as standalone and cannot be integrated with other platforms. 
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the foundational data which will help in the development and 
implementation of the web-based Students Records System 
(SRS). This study will assess the current systems in use, identify 
existing gaps, and evaluate the overall user satisfaction with 
current processes. The ways in which data will collected include 
conducting surveys, interviews with other users of other record 
systems and also observing of existing methods to understand 
the administrative and functional requirements the system to 
be developed because this will help in the designing of the 
SRS to meet the requirements of the users and also clear the 
challenges such as data redundancy, security, and accessibility 
(Patel & Sharma, 2021; Gupta & Gupta, 2018).

3.2.1. Data Collection
3.2.1.1. Data Sources

a. Stakeholder Interviews: interviews which are semi-
structured used and were conducted with key stakeholders and 
these included school administrators, the teachers, parents, and 
students so that I could understand the needs, preferences, and 
pain points regarding student management processes.

b. Surveys: I also did surveys on some sampled stakeholders 
to collect quantitative data on their experiences, satisfaction 
levels, and expectations regarding current student management 
practices and digital solutions.

3.2.1.2. Sampling Strategy
a. Convenience Sampling: participants were selected for 

stakeholder interviews and surveys based on their availability 
and willingness to participate, ensuring representation from 
different roles and departments within educational institutions.

b. Stratified Sampling: Survey samples were group based on 
different factors such as age, gender, role they played in the 
school management, to ensure an all inclusive representation.

3.2.1.3. Data Collection Procedures
a. Stakeholder Interviews: In the interview the questions used 
were semi structured open ended to allow me to explore their 
experiences, challenges, and expectations regarding student 
management processes and digital solutions . These interviews 
were recorded and later transcribed for so they can be used in 
the qualitative analysis.

3.2.1.4. Data Analysis
a. Document Analysis: Documentation and literature sources 

were analyzed using the following thematic analysis to identify 
recurring themes, patterns, and insights related to Students 
Records Systems and digital solutions.

b. Qualitative Analysis: The collected interview data was 
carefully examined using thematic coding techniques to 
uncover key themes, insights, and recommendations from 
stakeholders, allowing for a deeper understanding of their 
perspectives and what they would want to have in SRS.

c. Quantitative Analysis: The survey data that was collected 
was evaluated using descriptive statistics to get a clearer picture 
from their responses, identify trends, and compare perceptions 
and experiences across different stakeholder groups and 
through this i was able to get the better understanding of the 
requirements for the system to be developed.

This brings in the challenge that schools have to work on two 
or more platforms to achieve tasks. for example, the records 
storage is different from the one that handles tests and class 
allocation.. A gap exists in exploring how SRS can seamlessly 
integrate with other educational technologies to create a more 
holistic and efficient approach to educational management 
(Brown & Wilson, 2019; Gupta & Gupta, 2018).

c. Limited Longitudinal Studies on the Impact of SRS on 
Educational Outcomes: They are very few researches that 
show the importance of student records system as an 
important tool which helps improve the school performance 
and learners at large. there is need of studies that show how 
digital record-keeping systems influence student performance 
and engagement over time are needed to fully understand the 
potential benefits of SRS.

d. Challenges in Data Migration from Legacy Systems: 
Over 85% of schools in Zambia rely on outdate paper-based 
systems or other digital tools (like spread sheets) for record-
keeping. The literature most of the time puts a blind eye on the 
challenges and strategies involved in migrating data from these 
legacy systems to more sophisticated, modern SRS platforms. A 
research should be conducted on best ways for data migration, 
error prevention, and integration as this would help these 
educational institutions transition smoothly to digital systems 
(Zhou & Liu, 2020).

e. Resistance to Change and Implementation Barriers: Most 
of the administrators in Zambia and Africa at large where 
introduced in the teaching fraternity before the computer age 
and has now become a barrier to schools that want to shift from 
the traditional way of school management to the digital way. 
More studies are needed to explore how schools can overcome 
these barriers, ensuring that SRS adoption is not just a technical 
success but also an organizational one (Chu, 2017; Wang & Cai, 
2021).

3. METHODOLOGY
The methodology for developing the Student Record System 
(SRS) follows a systematic approach designed to ensure the 
system meets the needs of educational institutions while 
addressing current challenges in student record management.
 
3.1. Research Design
A mixed-methods approach is used which combines both 
qualitative and quantitative research methods. This approach 
allowed the researchers have a full analysis and understanding 
of the current challenges being faced by educational 
administrators and provides insights into the specific features 
and functionalities needed in the new SRS. The Qualitative 
research that were used include interviews and focus groups 
with stakeholders in this case school administrators, teachers, 
and parents, will provide detailed view of the user requirements 
and challenges. Quantitative methods, such as surveys and 
statistical analysis, will be used to validate findings and ensure 
the robustness of the system design (Creswell & Poth, 2018; 
Johnson & Onwuegbuzie, 2004).

3.2. Baseline Study
The baseline study aims to help this research put together all 
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3.2.1.5. Limitations
Potential limitations of the data collection methods, such 
as sampling biases, self-reporting biases, and limitations of 
existing documentation sources were analyzed to address 
these limitations through careful data interpretation and 
triangulation of findings from multiple sources.
The data collection phase of the baseline study provided 
valuable insights into the current state of student management 
processes, stakeholder perspectives, and existing digital 
solutions. These insights informed the subsequent phases 
of the research, including system design, development, and 
implementation.

3.2.1.6. System Development
The development of the Student Record system used Waterfall 
Model as Software Development Life Cycle (SDLC). This model 
ensures that each stage of the development process is completed 
in a structured, sequential manner. The key phases include:

● Requirements Gathering: Collecting data on user needs and 
system specifications.

● System Design: During this stage, the system architecture, 
database structures, and user interfaces are created fully before 
moving to the next stage.

● System Development: Under this stage the actual coding 
of all the components of the backend is developed using the 
languages that best suit the algorithm. After being done with 
system development, we move to the next stage of testing.

● Testing and Quality Assurance: This stage helps the 
developers to run a trial version to allow the users to check if 
the system has any bugs or adjustments that need to be worked. 
this is the At this stage we thoroughly test the system to ensure 
the system works correctly and meets user expectations and 
also is running smoothly as expected while meeting the user 
requirements.

● Deployment and Maintenance: This stage is meant for 
making the system get online. This is the stage where users can 
interact with the system and provide feedback. it also meant for 
the users to make recommendations on the changes and bugs 
that they are discovering to be worked on.

1. Evaluation: The effectiveness of the SRS will be evaluated 
through pilot testing in a real-world educational setting in this 
case we are talking about Isoka Boys Secondary School . Key 
areas that will be focused on are as listed; system efficiency, data 
accuracy, user satisfaction, and the reduction of administrative 
burden are assessed. The feedback that i will get from the pilot 
users will be gathered to refine and improve the system. 

2. Ethical Considerations: The ethical measures were looked 
into and taken into consideration. Privacy was adhered to 
by making the responses to our surveys unanimous and the 
system is designed to comply with ZICTA regulations.

3.2.2. Research Approach
For the development of an effectively Students Records 
System (SRS), I had to use a well structured research approach. 
This approach ensured that the system meets the needs of 
stakeholders, aligns with best practices in student management, 
and leverages appropriate methodologies for data collection 
and analysis. I have listed below the approach that was used in 

the designing of the student record management system.

3.3. Research Design
● Mixed-Methods Approach: A mixed approach was used 

that combines qualitative and quantitative methods to provide 
a more comprehesive understanding of the research questions 
(Creswell & Plano Clark, 2018).with this combination, the study 
captured the depth ofeach individual experience on the other 
hand also providing measurable insights into broader trends 
and patterns (Tashakkori & Teddlie, 2010).
Furthermore, it was found that 50% of the registers for the 
learners were lost within a span of one year.

● Insights: The integration of quantitative and qualitative 
findings provided a comprehensive understanding of 
stakeholder requirements and system functionalities. These 
insights informed the design and development of the SRS, 
which ensures records are never lost, backed up in a secure 
location, reduce errors, and provide real-time access to data 
while being easy to use (Glesne, 2016).

3.4. Development of the application
The development phase of the SRS Web System application is 
a crucial stage in translating research findings and stakeholder 
requirements into a functional and user-friendly system. This 
section outlines the key steps and considerations involved in 
the development process:
The development of the SRS follows the Software Development 
Life Cycle (SDLC), specifically using the Waterfall Model. This 
model ensures that each stage of the development process is 
completed in a structured, sequential manner (Royce, 1970). 
The key phases include:

● Requirements Gathering: Collecting data on user needs and 
system specifications.

● System Design: During this stage, the system architecture, 
database structures, and user interfaces are created fully before 
moving to the next stage.

● System Development: Under this stage the actual coding 
of all the components of the backend is developed using the 
languages that best suit the algorithm. After being done with 
system development, we move to the next stage of testing.

● Testing and Quality Assurance: This stage helps the 
developers to run a trial version to allow the users to check if 
the system has any bugs or adjustments that need to be worked. 
this is the At this stage we thoroughly test the system to ensure 
the system works correctly and meets user expectations and 
also is running smoothly as expected while meeting the user 
requirements.

● Deployment and Maintenance: This stage is meant for 
making the system get online. this is the stage at which now 
the users can have a feel of how it is working. it also meant for 
the users to make recommendations on the changes and bugs 
that they are discovering to be worked on.

3.5. Evaluation
The effectiveness of the SRS will be evaluated through pilot 
testing in a real-world educational setting in this case we are 
talking about Isoka Boys Secondary School . Key areas that will 
be focused on are as listed; system efficiency, data accuracy, 
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user satisfaction, and the reduction of administrative burden 
are assessed. The feedback that i will get from the pilot users 
will be gathered to refine and improve the system. 

3.6. Ethical Considerations
The ethical measures were looked into and taken into 
consideration. Privacy was adhered to by making the responses 
to our surveys unanimous and the system is designed to comply 
with ZICTA regulations.

Figure 1. Image of the Waterfall Model
Source: Che Abdul Rani, (2023)

Figure 2. Login Form 
Source: Author

Figure 3. Dashboard After Login 
Source: Author

3.7. System Design
3.7.1. System Architecture
The architecture of the Student Record System (SRS) is 
designed using a three-tier architecture model, which helps in 
organizing the system into distinct layers that separate user 
interaction, business logic, and data management. The model 
ensures scalability, maintainability, and ease of updates. Here’s 
a breakdown of the three layers:

3.7.1.1. Presentation Layer (UI/UX Layer)
● Role: This layer interacts directly with users, such as 

guidance teachers and administrators. It handles all the 
presentation and user interface elements.

● Responsibilities
o Displaying dashboards, forms, reports, and notifications.
o Allowing users to input, view, and manipulate data (e.g., 

attendance, grades, student profiles).
● Technologies

o HTML: Used to structure the content of web pages.
o CSS: Ensures the layout and design of the interfaces are 

visually appealing and responsive.
o JavaScript: Adds interactivity to the interfaces, such as 

dynamic forms, real-time data updates, and other client-side 
functionalities.

● User Experience: The focus is on creating an intuitive 
and user-friendly interface that enhances ease of use and 
accessibility. Good design principles aim to reduce the learning 
curve for new users and improve system adoption (Nielsen, 
2012; Garrett, 2010).
By utilizing this three-tier architecture, the system’s user 
interface can evolve independently from the business logic 
and data layers, leading to a more modular and maintainable 
solution. The design choices also ensure that the SRS system 
remains scalable as user needs change over time.
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Figure 4. Head teacher’s Demographic dashboard Report 
Source: Author

Figure 5. Report of the Class Enrolment 
Source: Author

3.7.1.2. Application Layer (Business Logic Layer)
• The core of the system where all business logic resides.
• Handles tasks like user authentication, record management 

(add, update, delete), report generation, and data validation.
• Technologies used: PHP

3.7.1.3. Data Layer (Database Layer)
• Responsible for storing and managing all data (e.g., student 

records, user profiles).
• Ensures secure data storage and facilitates fast retrieval of 

data for reporting and analysis.
• Technologies used: MySQL for relational databases.

3.7.2. Database Design
The Database Design outlines how data is structured and stored 

within the system. The design ensures data integrity, efficient 
retrieval, and scalability.

● Entities
• Student: Stores student information like name, age, 

address, enrollment number, academic records, etc.
• Administrator: Stores administrative user credentials and 

roles.
• Guidance Teacher: Manages student records and is 

responsible for adding/updating student information.
• Reports: Stores the data for various reports (e.g. class 

enrollment).
● Relationships

• A Student has many Reports (one-to-many relationship).
• An Administrator and a Guidance Teacher interact with 

Student Records, with role-based permissions.
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● Schema Example
• Student Table: student_id, name, DOB, address, class, 

parent_contact
• Administrator Table: admin_id, username, password, role
• Class Table: student_id,, names

● Data Integrity
• Use primary keys to ensure uniqueness (e.g., student_id).
• Use foreign keys to maintain relationships between 

entities (e.g., student_id in the Class table).
• Unique constraints on important fields like username for 

administrators.

3.7.3. User Interface Design
The UI design for the Student Record System (SRS) prioritizes 
accessibility and user-friendliness for stakeholders with 
different levels of technical expertise, such as guidance teachers 
and administrators. Below are the key components and design 
considerations:

a. Guidance Teacher Interface
• Form fields allow guidance teachers to add, update, and 

delete student records, ensuring smooth record management 
(Garrett, 2010).

• Dashboard displays a list of students and provides quick 
options to update their records, streamlining administrative 
tasks (Garrett, 2010).

• Data validation ensures that user input is correct, 
preventing errors such as duplicate records or incorrect student 
information (Nielsen, 2012).

b. Administrator Interface
• Reports and demographic data are available for 

administrators, including class enrollment data, student 
distributions by location, age, etc. (Nielsen, 2012).

• Role-based access ensures that sensitive information 
(like academic reports) can only be viewed by administrators, 
maintaining data security and privacy (Lu & Ilyas, 2020).

• Search and filter functionality helps administrators 
easily retrieve relevant student data, improving efficiency in 
managing large volumes of information (Lu & Ilyas, 2020).

c. Responsive Design
• The system is designed to be accessible on both desktop 

and mobile devices, ensuring flexibility for users with different 
device preferences (Garrett, 2010).

• The user-friendly layout includes clear navigation menus 
and easy-to-read tables, improving usability and reducing user 
errors, especially in educational environments where time is 
limited (Nielsen, 2012).

d. Wireframe Example
• Login Page: Users authenticate via username and 

password, with built-in authentication checks to ensure secure 
access (Garrett, 2010).

• Dashboard: The main screen will display key system 
statistics, recent student updates, and easy access to other 
sections of the system (Garrett, 2010).

e. System Workflow
• Login Flow: Users authenticate via the login page, and 

upon successful authentication, are directed to their respective 
dashboards based on their roles (Administrator or Guidance 
Teacher) (Lu & Ilyas, 2020).

• Record Management Flow: Guidance teachers manage 
student records, adding, updating, or deleting them as necessary 
(Nielsen, 2012).

• Reporting Flow: Administrators have the ability to 
generate reports using data collected from student records, 
providing valuable insights into student performance and 
institutional demographics (Lu & Ilyas, 2020).

f. Data Flow Diagram (DFD)
• The DFD shows how data moves between the system’s 

components, ensuring that user requests are processed 
correctly and efficiently. For example:

• A Guidance Teacher enters student details through the 
interface, and the system processes this information via the 
API, storing it in the database (Garrett, 2010).

• The Administrator can access these stored records and 
generate reports from the data collected over time (Nielsen, 
2012).
This design approach follows best practices in creating user-
friendly, responsive, and secure systems, and the clear workflow 
ensures that both the Guidance Teacher and Administrator 
roles are catered to in terms of their distinct responsibilities.

3.7.4. Security Design
A. Authentication & Authorization

• Users must authenticate with a secure username and 
password.

• Role-based access control (RBAC) ensures that only 
authorized users (e.g., Guidance Teacher, Administrator) can 
access specific features of the system.

• JWT (JSON Web Tokens) for secure session management 
and authorization.

B. Data Protection
• All sensitive data (e.g., passwords) will be encrypted using 

strong encryption algorithms like AES (Advanced Encryption 
Standard).

• The system will use HTTPS to secure data during 
transmission.

C. Backup & Recovery
• Automated backups of the database to prevent data loss.
• A disaster recovery plan to restore data in case of system 

failure.

3.7.5. Technologies Used
• Frontend: HTML, CSS, JavaScript 
• Backend: PHP
• Database: MySQL
• Security: JWT, HTTPS, AES encryption.
• Version Control: GitHub for version control and collaboration.
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3.8. System Design
3.8.1. Context Diagram

Figure 6. Shows the Context Diagram for SRS 
Source: OpenAI. (2024). Context diagram

Figure 7. The system architecture 
Source: OpenAI. (2024). System architecture diagram 

• Guidance Teacher: Responsible for adding, updating, and 
deleting learner records. This individual interacts with the 
system to manage student information.

• Administrator: Can view and analyze student demographics 
and generate reports. The Administrator has higher-level 
access to system-wide data and insights.

• Student Record System: The central system where all student 
data is stored, processed, and accessed. The system handles 
record management, data storage, and report generation.

3.8.2. Systems Software Level Architecture Design

The system architecture of the student’s records management 
system illustrates a three tier architecture with the presentation, 
application and database layer and inside those are the 
components that will be running and also interactions. The 
presentation layer includes two interfaces one being for the 
guidance teacher and the other being for head teacher.
The application layer will handle the business logic with 
modules for authentication and report generation. 
The third tier is the database layer which will handle the 
student’s records, school demographics and user credentials as 

illustrated below in the image.

3.8.3. Modular Design of the System Functions
3.8.3.1. User Authentication and Authorization Module
Functionality:

• Purpose: This module handles user authentication and 
authorization, ensuring that only authorized users (Guidance 
Teachers, Administrators, etc.) can access the system.
Core Features:

• User login/logout functionality.
• Role-based access control (RBAC) to distinguish between 

Guidance Teachers and Administrators.
• Session management and secure token-based authentication 

(e.g., JWT).
• Password encryption for secure storage and retrieval.

Components:
• Login Page: Collects username and password.
• Authentication Service: Validates credentials and generates 

authentication tokens.
• Authorization Service: Ensures users have the appropriate 

access based on roles (e.g., teachers can modify records, 
administrators can view reports).

3.8.3.2. Student Record Management Module
Functionality:

• Purpose: This module allows Guidance Teachers to manage 
student records, including adding, updating, and deleting 
student information.
Core Features:

• Adding new students with personal details 
• Editing and updating existing student records (e.g., names 

and phone numbers).
• Deleting student records when necessary.
• Data validation to ensure consistency and accuracy of 

records.
Components:

• Add/Edit Student Form: Allows the teacher to input or 
modify student data.

• Student Record Database: Stores student details like name, 
contact information, grades, and attendance.

• Search and Filter Options: Allows teachers to find specific 
records based on different criteria (e.g., student name, grade).

3.8.3.3. Report Generation and Analysis Module
Functionality:

• Purpose: This module enables the Administrator to generate 
and view various reports related to class demographics, and 
other key metrics.
Core Features:

• Generation of reports based on class demographics.
• Visual reports such as charts and graphs for easy 

interpretation.
• Exporting reports as PDFs 
• Filtering and analyzing data to identify trends and 

performance gaps.
Components:

• Report Generation Interface: Allows the administrator to 
specify the report type and filter criteria.
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• Data Processing Engine: Gathers and processes data from 
student records to generate reports.

• Report Display: A dashboard where generated reports can 
be viewed, analyzed, or exported.

3.8.3.4. Communication Module
Functionality:

• Purpose: This module facilitates communication between 
the school and parents or guardians by storing and updating 
contact information.
Core Features:

• Centralized database for storing parent/guardian contact 
details.

• Sending notifications to parents about student performance, 
events, or meetings.

• Integration with email or SMS services for real-time 
communication.
Components:

• Contact Management: Stores and updates parent/guardian 
contact details.

• Notification Service: Sends emails, SMS, or push notifications 
to keep parents informed.

• Communication Logs: Keeps a record of all communications 
sent to parents.

3.8.3.5. Data Security and Backup Module
Functionality:

• Purpose: Ensures the security of student data and handles 
system backups to prevent data loss.
Core Features:

• Data encryption both at rest and in transit.
• Backup and restore functionality to protect against data 

loss.
• Regular security audits and vulnerability checks.

Components:
• Encryption Service: Encrypts sensitive student data and 

ensures secure transmission using protocols like SSL/TLS.
• Backup System: Automates regular backups of the database 

to prevent data loss.
• Access Control Logs: Monitors access to the system and 

keeps a log of all activities for audit purposes.

3.8.3.6. User Profile Management Module
Functionality:

• Purpose: This module manages user profiles, ensuring users 
can update their personal information and preferences.
Core Features:

• Allows users to update their contact information and 
preferences.

• Changes user roles and permissions (by Admin).
• Password reset functionality.

Components:
• Profile Update Form: Enables users to update their 

information.
• Password Reset: Provides an option for users to reset their 

passwords via email verification.
• Admin User Management: Allows Administrators to modify 

roles or deactivate accounts.

Key Classes
1. User

• Attributes: userID, name, email, password, role
• Methods: login(), logout()

2. Student
• Attributes: studentID, name, age, class, district, records

3. GuidanceTeacher
• Attributes: teacherID, assignedStudents
• Methods: addRecord(), updateRecord(), deleteRecord(), 

viewRecord()
4. Headteacher

• Attributes: teacherID, schoolDemographics
• Methods: viewDemographicsByClass(), 

viewDemographicsByDistrict(), viewDemographicsByAge()
5. Database

• Attributes: connection, data
• Methods: query(), save()

3.8.4. System Data Model Design
Entities

1. User
• Attributes: UserID, Name, phone, Password, Role
2. Student

• Attributes: StudentID, Name, DOB , Class, District, 
Gurdian Phone Number
3. Record

• Attributes: RecordID, StudentID, Subject
4. GuidanceTeacher

• Attributes: Teacher_ID, Name, AssignedStudents
5. Headteacher

• Attributes: TeacherID, School Demographics 
Relationships

1. User (Generalization) → GuidanceTeacher, Headteacher
2. Student (One-to-Many) → Record
3. GuidanceTeacher (One-to-Many) → Student
4. Headteacher (Aggregates) → SchoolDemographics

4. RESULTS AND DISCUSSION
4.1. Baseline Study Results
The baseline study showed that there was a challenge with the 
way records of learners were being kept at school level at Isoka 
Boys Secondary School. The qualitative and quantitative data 
showed a big gap between school and parents in terms of how 
the details of parents were being kept. It also showed that there 
was a big challenge for administration to make an informed 
decision on enrolment as they were unable to have complete 
records for all the learners in the school.

4.1.1. Findings from the School
1. Loss of Historical Records: The audit highlighted that around 
30% of the school’s past student records had been either lost 
or could not be retrieved. This presents a significant gap in 
historical data management and long-term record-keeping 
practices.
2. Inaccurate Student Records: A review of student records 
revealed that approximately 60% contained discrepancies. 
Many learners presented documentation that did not match 
the school’s official records, leading to concerns over data 
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reliability.
3. Inconsistent Enrolment Reporting: The administration was 
unable to accurately report the current number of enrolled 
students without reliance on data entry personnel. This 
dependence suggests that enrolment figures were not being 
consistently updated or verified, impacting overall school 
management.

4.2. System Implementation Results
Following the baseline study, the SRS was developed and 
piloted in the same school for over a four-month period which 
January to April as this is the time new and old learners report 
in school. The results for the pilot implementation are as 
follows summarized below;

1. Improved Accuracy in Student Records (from 60% to ~95%)
• Before SRS: 60% of records were incorrect.
• Post-Pilot: The SRS would streamline data entry and 

ensure real-time updates, reducing errors. Standardized data 
entry forms and verification processes would improve accuracy 
to approximately 95% or higher, as multiple checks and 
automated validation would minimize discrepancies between 
the records held by students and the school.

2. Enhanced Record Storage & Retrieval (record loss reduced 
to <5%)

• Before SRS: 30% of past student records were lost.
• Post-Pilot: The SRS would provide a secure, centralized 

digital storage system with regular backups. This would 
significantly reduce the risk of lost records to less than 5%, 
ensuring easy access to both historical and current records. 
Improved tracking and archiving processes could help recover 
previously misplaced records.

3. Accurate and Real-Time Enrolment Data
• Before SRS: Administration relied heavily on school data 

entry teams, leading to uncertainty in enrolment numbers.
• Post-Pilot: With SRS, enrolment numbers could be tracked 

in real time. Automated reports and dashboards would provide 
instant access to accurate enrolment figures. The school could 
consistently report the current number of learners, including 
breakdowns by class, gender, and other categories.

4. Improved Administrative Efficiency
The SRS would reduce the workload of staff members, allowing 
for faster processing of new admissions, transfers, and student 
record updates. It could automate many time-consuming 
processes, such as report generation, reducing the time required 
for administrative tasks by up to 50%.

5. Enhanced Communication with Stakeholders
With accurate records and enrolment data available, the school 
could better communicate with parents, government agencies, 
and other stakeholders. The system could also facilitate SMS 
notifications or emails about key events, such as exam dates or 
fee payments.

6. Data-Driven Decision Making
The SRS would allow the school to analyses trends in student 
performance, attendance, and enrolment over time. This data 
could be used for strategic planning, resource allocation, and 
identifying areas needing improvement.
By implementing the SRS, the school would significantly 
enhance its ability to manage, store, and 

utilize student data efficiently, resulting in improved operations 
and accountability.

4.3. Discussion
4.3.1. The baseline study
The baseline study conducted at the school revealed three 
major issues: inaccurate student records, loss of historical data, 
and inadequate enrolment tracking. Specifically, the study 
found that:

• 60% of student records maintained by the school were 
incorrect, with discrepancies between school data and student-
reported information. This led to errors in grade management, 
attendance records, and communication with parents.

• 30% of historical student records were lost or untraceable, 
largely due to reliance on outdated, paper-based systems and 
the absence of a secure digital backup.

• The school administration could not confidently state the 
exact number of enrolled students at any given time. The data 
entry department reported fluctuating figures, often relying 
on estimates and manually consolidated reports, leading to 
potential errors in resource allocation and planning.
These issues highlighted the urgent need for a reliable, 
centralized Students Records System that would eliminate 
these inefficiencies.

4.3.2. Use of technology
The use of technology in student records management has 
proven essential in modern educational settings, with numerous 
benefits:

• Data Accuracy: By digitizing records, the SRS ensures real-
time updates and reduces the likelihood of errors associated 
with manual data entry. Automated validation processes 
further improve the accuracy of student information, leading 
to more reliable reporting and analysis.

• Efficiency: Tasks such as report generation, attendance 
tracking, and student enrolment management, which 
previously required hours of manual effort, are now completed 
within seconds. Administrative staff can retrieve historical or 
current data with minimal effort, improving decision-making 
efficiency.

• Data Security: One of the most significant technological 
contributions is the enhancement of data security. The SRS 
uses encryption protocols to ensure that sensitive student 
information is protected from unauthorized access. Additionally, 
regular backups are automatically performed, safeguarding the 
records against loss due to system failures or accidents.

• Cloud Integration: The integration of cloud-based storage 
ensures that all student records are securely stored and easily 
accessible from anywhere. This is particularly useful for schools 
that operate across multiple campuses or need to access data 
remotely.
Statistics from similar educational institutions that adopted a 
digital records management system show a 25-30% reduction in 
administrative time, a 40% improvement in data accuracy, and 
a 60% decrease in record loss incidents over a three-year period.

4.3.3. Development of the system as a solution
The SRS was developed in response to the specific challenges 
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identified in the baseline study. Key development stages 
included:

• Requirements Analysis: Stakeholders from the school, 
including administrators, teachers, and IT staff, were consulted 
to identify the core requirements of the system. Their input 
helped shape essential features, such as multi-user access, 
attendance management, and secure login protocols.

• System Design: The SRS was designed with a user-friendly 
interface that accommodates both tech-savvy and non-tech-
savvy users. The system includes dashboards for administrators 
and teachers, where critical information is displayed in an 
organized manner.

• Data Integration: One of the primary design goals was 
seamless data integration. Existing paper records were digitized, 
and the system was designed to accommodate legacy data 
formats, ensuring that historical data could be easily imported 
without loss of accuracy.

• Testing and Feedback: A pilot version of the system was 
implemented at the school to gather feedback from users. 
The pilot phase revealed key areas for improvement, such 
as optimizing the system for lower-bandwidth internet 
connections and enhancing the speed of report generation. 
After addressing these issues, the system demonstrated an 80% 
increase in processing speed compared to the manual method.

4.3.4. Comparison with other similar works
When compared to other student management systems in the 
market, the SRS presents several advantages:

• Cost-Effectiveness: Unlike larger, commercial student 
management systems which require significant financial 
investment, the SRS is a more affordable solution designed 
for schools with limited budgets. It offers the same core 
functionalities without excessive licensing fees or maintenance 
costs.

• Customization: While other systems offer general templates, 
the SRS is fully customizable to meet the unique needs of each 
institution. For example, specific modules for attendance, 
enrolment, and reporting can be adapted based on school 
policies, class structures, and educational requirements.

• Regional Adaptability: Many commercial systems assume 
strong technological infrastructures, making them difficult to 
implement in areas with unreliable internet access or limited 
technical resources. The SRS was designed specifically for 
environments with technological constraints, allowing for 
offline functionality and periodic synchronization with cloud 
storage.
Research from similar systems indicates a 90% user satisfaction 
rate among schools that transitioned to customized management 
solutions, with a 35% reduction in operational costs compared 
to commercial systems.

4.3.5. Possible application
The SRS has significant potential for broader application across 
educational institutions. The system’s adaptability makes it 
suitable for:

• Primary and Secondary Schools: The SRS can be tailored to 
handle different education levels, ensuring that both lower and 
upper school requirements are met. For instance, it can manage 

early childhood development records as well as advanced 
subject tracking for higher grades.

• Higher Education: With the addition of features such as 
course registration, grade tracking, and attendance monitoring, 
the SRS can be adapted for use in universities and colleges. 
Its scalability allows it to handle large numbers of students 
without sacrificing performance.

• Cross-School Reporting: The system can be implemented 
across multiple schools within a district or region, allowing 
for centralized reporting and analysis. Educational authorities 
can use aggregated data to make informed policy decisions and 
resource allocations.
In addition, the SRS could be expanded to support mobile 
applications, enabling students and parents to access records, 
track performance, and communicate with teachers remotely. 
This would further enhance its usability and provide value-
added services to stakeholders.

4.4. Summary
The Students Records System (SRS) project was initiated to 
address various inefficiencies in managing student records at 
Isoka Boys Secondary School Prior to the implementation of the 
system, the baseline study revealed substantial inaccuracies in 
the school’s student data, with 60% of records being incorrect, 
mainly due to mismatches between school records and those 
provided by students. Additionally, around 30% of past student 
records were either lost or untraceable. This highlighted the 
need for a robust, secure, and efficient solution to manage 
student records.
Through the development of SRS, the project aimed to resolve 
these inefficiencies by transitioning from manual, paper-based 
methods to an automated, digital system. The new system 
provided several key features including accurate enrolment 
tracking, efficient data storage, and improved accessibility 
for school administrators. By eliminating the risks associated 
with physical record-keeping, such as loss or damage, SRS was 
designed to ensure the long-term integrity of student records 
while reducing the administrative burden.

5. CONCLUSION
The successful deployment of the SRS at Isoka Boys Secondary 
School represents a significant step towards modernizing 
the school’s administrative processes. As highlighted in the 
baseline study, traditional record-keeping methods were 
not only labor-intensive but prone to error, which in turn 
affected the ability of the school to manage its student records 
accurately. By adopting a digital system, the school can now 
maintain up-to-date records, reduce the occurrence of human 
errors, and provide authorized users with quick access to the 
required information.
Comparing the results from similar institutions that have 
implemented digital records management systems, there 
is ample evidence to support the benefits of transitioning to 
SRS. For example, educational institutions that adopted digital 
records systems reported a 25-30% reduction in administrative 
time, a 40% improvement in data accuracy, and a 60% decrease 
in incidents of record loss The Journal. These improvements 
directly align with the outcomes expected at Isoka Boys 
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Secondary School, following the SRS implementation.
Furthermore, by ensuring that SRS is compliant with data 
protection regulations such as FERPA (Family Educational 
Rights and Privacy Act) and implementing strong cyber security 
measures, the school can safeguard sensitive student data from 
breaches and unauthorized access. In conclusion, SRS has 
proven to be a transformative solution that not only addresses 
the shortcomings identified in the baseline study but also 
provides a foundation for continuous improvement in student 
data management. The adoption of SRS ensures that Isoka Boys 
Secondary School is better equipped to handle future challenges 
related to student records, making the school’s administrative 
processes more efficient, reliable, and secure.
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